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Maritime cybersecurity has been a topic of confusion 
and debate for the past 20 years. Within the last 5 
years, governments, flag administrations and ship 
owners and operators have stepped in to provide 
recommendations and guidance as to how the marine 
industry can effectively manage evolving cyber threats 
as a major safety concern and operational risk. 

The International Maritime Organization (IMO) 
promotes the safety of life at sea and the environment. 
In 2017, IMO released the circular Guidelines on 
Maritime Cyber Risk Management (Cyber Risk 
Management Guidelines) and adopted a resolution 
the following year aimed at helping the shipping 
industry safeguard operations from potential cyber 
attacks or incidents.

IMO’s Cyber Risk Management Guidelines 
recommend that maritime organizations begin 
putting into place cyber risk controls and establish 

cyber resiliency. The IMO resolution recommends for 
organizations to address cyber risks in their safety 
management system (SMS) no later than the first 
annual verification of the company’s Document of 
Compliance after 1 January 2021.

While the 2017 IMO resolution only “encourages” 
cyber risk management (CRM) compliance, it is 
important to understand that cybersecurity is essential 
to your business and critical to the safety, integrity and 
reliability of maritime assets and operations.

While adopting IMO’s proactive guidelines supports 
effective cyber risk management practices, we 
recommend that organizations build a comprehensive 
set of cybersecurity capabilities to facilitate the 
appropriate levels of conformance with international 
standards and/or Flag and Port Administration 
requirements.

ESSENTIAL TO SAFETY AND RISK 
MANAGEMENT

Organizations are encouraged to address cyber risk management in safety management systems no later than 
the first annual verification of the company’s Document of Compliance after 1 January 2021.

CYBERTECHNOLOGIES HAVE BECOME ESSENTIAL 
TO THE OPERATION AND MANAGEMENT OF 

NUMEROUS SYSTEMS CRITICAL TO THE SAFETY 
AND SECURITY OF SHIPPING AND PROTECTION OF 

THE MARINE ENVIRONMENT. – IMO
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According to IMO, CRM is “the process of identifying, 
analyzing, assessing and communicating a cyber-
related risk and accepting, avoiding, transferring or 
mitigating it to an acceptable level, considering costs 
and benefits of actions taken to stakeholders.” 

In addition to the IMO guidelines, a joint industry 
group including BIMCO, CLIA, ICS, INTERCARGO, 
INTERMANAGER, INTERTANKO, IUMI, OCIMF and 
WORLD SHIPPING COUNCIL – released the in-
depth Guidelines on Cyber Security Onboard Ships. 
This document further supplements the IMO cyber 
guidelines, risk assessments and defense in depth 
and breadth, among other elements of conformance.

IMO CRM MODEL
Updating your SMS will mean understanding 
and adopting the CRM fundamentals, putting 
the appropriate level of cyber risk controls in 
place, building out cybersecurity capabilities and 
continuously monitoring your overall cyber resiliency 
in order to prevent, respond to and recover from a 
cyber incident.

IMO’S CYBER RISK MANAGEMENT MODEL STEMS 
FROM THE UNIVERSALLY ADOPTED NATIONAL 
INSTITUTE OF STANDARDS AND TECHNOLOGY 

(NIST) CYBER SECURITY FRAMEWORK.
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Figure 1 – NIST Cybersecurity Framework
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IMO first defines maritime cyber risk as a measure of 
the extent to which a technology asset, for example 
a system on a maritime vessel, is threatened by a 
potential circumstance or event resulting in shipping-
related operational, safety or security failures. That 
includes information or systems that have been 
corrupted, lost or compromised due to a cyber 
incident. 

IMO specifies that effective CRM should consider 
the safety and security impacts resulting from the 
exposure or exploitation of cyber vulnerabilities in 
both information technology (IT) and operational 
technology (OT) systems. 

Health, environment, safety and quality programs -- 
including the SMS --  are well thought out and contain 
policies and procedures to appropriately manage 
these risks. Managing safety-related cyber risks 
requires a deep understanding of the current SMS 
and the cyber-specific elements to be integrated into 
the safety program. 

IMO’s CRM model stems from the universally 
adopted National Institute of Standards and 
Technology (NIST) Cybersecurity Framework. The 
NIST framework provides a clear process model for 
building cybersecurity programs that references many 
international cyber best practices from identifying your 
organization’s critical technologies all the way through 
safely recovering from a cyber incident.

IMO’s Guidelines align functional elements that 
support effective maritime safety, or simply put, best 
practices needed to implement CRM: 

•	 Identify – Define personnel roles/responsibilities 
for CRM and identify systems, assets, data and 
capabilities that, when disrupted, pose risks to 
ship operations

FOCUSING ON THE CRM CONCEPT
•	 Protect – Implement risk control processes and 

measures, and contingency planning to protect 
against a cyber event and ensure continuity of 
ship operations

•	 Detect – Develop and implement activities 
necessary to detect a cyber event in a 
timely manner

•	 Respond – Develop and implement activities and 
plans to provide resilience and restore systems 
necessary for shipping operations or services 
impaired due to a cyber event

•	 Recover – Identify measures to back up and 
restore cyber systems necessary for shipping 
operations impacted by a cyber event

As such, IMO recommends a risk management 
approach to cyber risk that is “resilient and evolves 
as a natural extension of existing safety and security 
management practices.”

A critical concept the Joint Industry Group emphasizes 
in its Cyber Security Guidelines is “defense in depth 
and breadth.” What this means at a technical level is 
three-fold: understanding the necessary actions that 
must be implemented to establish and maintain an 
agreed level of cybersecurity, understanding who 
within the organization is responsible for managing 
cybersecurity and developing multiple layers of 
protection and detection measures. Defense in 
depth is a robust, integrated and layered approach 
including procedures, policies and technologies, while 
defense in breadth is meant to cover all the vulnerable 
cyber technologies—basically a system of systems 
approach.  

BUILDING CYBERSECURITY DEFENSE 
IN DEPTH AND BREADTH

CYBER RISK MANAGEMENT MEANS THE PROCESS 
OF IDENTIFYING, ANALYZING, ASSESSING AND 
COMMUNICATING CYBER-RELATED RISK AND 

AVOIDING, TRANSFERRING OR MITIGATING THIS 
RISK TO AN ACCEPTABLE LEVEL.

BREADTH

D
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The Joint Industry Group emphasizes that connected OT on board should require more than one technical and/
or procedural protection measure. Through a defense in depth and breadth approach, a ship owner would then 
be encouraged to consider a combination of protection and detection layers ranging from the physical security 
of the ship in accordance with the ship security plan to network protection and intrusion detection, through to 
periodic scanning/testing and procedural activities related to cybersecurity controls. 

Defense in Depth and Breadth guidance requires that you develop a comprehensive set of security measures 
otherwise known as controls.

Figure 2 – ABS Group recommends the above cybersecurity controls for IMO compliance.

The Joint Industry Group states that it is important to protect critical systems and data with multiple layers of 
protection measures, which consider the role of personnel, procedures and technology to:

•	 Increase the probability that a cyber incident is detected
•	 Increase the effort and resources required to protect information, data or the availability of IT and OT systems 

Table 2. Data Visualization Techniques

Risk Controls Enterprise Vessel

Risk Assessments ✓ ✓

Training and Awareness ✓ ✓

Vendor Risk Management ✓ ✓

Management of Change ✓ ✓

Incident Response Planning ✓

Policy Development ✓

Cyber Architectural Review ✓

Vulnerability Scan ✓

Log Monitoring ✓

Asset Inventory ✓

Risk Controls Enterprise Vessel

Incident Response Capability ✓ ✓

Risk Management Program ✓

Data Recovery ✓ ✓

Access Controls (IDAM) ✓ ✓

Email/Web Management ✓ ✓

Vulnerability Management ✓

Patch Management ✓

Intrusion Detection ✓

Whitelisting ✓

Malware Management ✓

Physical Security ✓

Removable Media ✓

Asset Management ✓
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Developing a CRM program is more than procedures and policies, it’s the implementation and management 
of technologies. CRM topics and capabilities align with multiple SMS (ISM Code) sections. The right solution for 
each organization will be different. There will be common elements, but it depends on the risk environment. The 
Joint Industry Group recommends beginning with a risk assessment, and then proceeding to development of a 
roadmap to develop capabilities that fit their situation. 

CRM Gap Assessment: Conduct a self-assessment or third-party gap analysis of IMO 2021 preparedness 
focusing on IMO and the Joint Industry Group against the five key CRM fundamentals: Identify, Protect, Detect, 
Respond, and Recover

CRM – SMS Road Mapping: Develop a risk-based strategy to update the SMS and build out CRM capabilities in 
your organization 

CRM – SMS Integration: Update your SMS by integrating your CRM policies, procedures and strategies to 
develop security measures into the program

Security Measure Implementation: Implement a comprehensive cyber program and capabilities to meet IMO 
guidelines

Most of the effort required to build and maintain cybersecurity capabilities is focused on remediating, 
mitigating and managing vulnerabilities in critical technologies. Therefore, start by focusing on identifying cyber 
technologies and vulnerabilities to better understand how to plan and budget for CRM investments.

CRITICAL ACTIVITIES TO BUILD OR ENHANCE YOUR CYBERSECURITY PROGRAM

CRM-SMS Integration 
Roadmap

SMS
Updates

Security Measure 
Implementation

ISM
 Compliance

CRM Gap
Assessment
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According to IMO, cyber technologies (critical technologies) have become essential to the operation and 
management of numerous systems critical to the safety and security of shipping and protection of the marine 
environment. Vulnerabilities in these systems could result from inadequate designs, integration and maintenance 
practices (e.g. human error) or from a lack of technical expertise, capability or discipline related to securing cyber 
systems within your organization.

Vulnerable OT assets that are increasingly exposed to cyber risk include, but are not limited to:

•	 Bridge navigation systems
•	 Cargo handling and management systems
•	 Propulsion and machinery management and power control systems
•	 Access control systems
•	 Administrative and crew welfare systems
•	 Communication systems 

Because technology is rapidly changing in the maritime industry, and digitalization has become a market reality, 
the cyber threat landscape is evolving faster than capabilities are being built. This change and uncertainty not 
only encourage cyber threat actors to take advantage of virtual  holes and vulnerabilities, it also makes it difficult 
for ship owners and operators to address cyber risk only through technical standards.

IDENTIFYING VULNERABLE SHIPBOARD CYBER TECHNOLOGIES

As a practical approach for cyber risk management, the Joint Industry Group recommends identifying what 
threats and vulnerabilities exist for your organization, assessing your risk exposure, developing protection and 
detection measures, establishing contingency plans and—should a cyber incident occur—knowing how to 
respond to and recover from a cybersecurity incident. The Joint Industry Group explains this practical approach 
as a defense in depth and breadth approach to cyber risk management.

Figure 3 – Vulnerable OT assets increasingly exposed to cyber risk include navigation, propulsion, access control,  
management and communication systems.

“CYBER RESILIENCY IS A 
NATURAL EXTENSION OF 

EXISTING SAFETY AND 
SECURITY MANAGEMENT 

PRACTICES.”
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ABS Group can help organizations map to the IMO and the Joint Industry Group guidelines as well as build out 
end-to-end IT and OT cybersecurity solutions. In this case, the path to conformance for IMO’s specific Cyber Risk 
Management Guidelines for an SMS will require assessing, identifying and developing the set of risk-based 
security measures appropriate to manage cyber risk. Our Cybersecurity team will perform a gap assessment and 
work with you to develop a roadmap for cyber capabilities development including integrating policies and 
procedures, implementing security measures, updating your SMS for cyber resiliency and overall conformance to 
rules and standards.

Below are three options to support you on the path toward compliance in accordance with the IMO Cyber Risk 
Management Guidelines.

BUILDING END-TO-END IT AND OT CYBERSECURITY RISK MANAGEMENT

OUR VALUE

A company's demonstrated ability to manage and mitigate cyber risk can impact everything from insurance 
rates, to investment levels, to its competitive position in the market. These business drivers are increasing across 
all industrial sectors, including the maritime industry, making cybersecurity a new business imperative. We are 
working closely with industry to develop solutions that enable our clients to reduce these risks to improve safety 
and remain competitive.

Full-Service Support

Essential Support
Critical Function 
Identification 
• Focus on systems in the SMS
• System categorization based  
 on impacts to safety

Cyber Risk Assessment

• Facilitate cyber risk   
 assessments on critical  
 functions
• Populate risk register for SMS 

Cyber Risk Management 
Template
Template includes: 
• Critical Functions
• Roles and Responsibilities
• Risk Assessment Results
• Examples of Cyber Risk  
 Protections applicable to  
 the Maritime Industry

Self-Service Toolkit
Assessment Guidance 
• CRM Readiness Checklist
• CRM Guidance Primer

Roadmap Template
• Cyber Risk Assessment   
 Procedure
• Mitigation Strategy and
 Roadmap and Template 

SMS Template
• CRM Integration Procedures 
• Plan of Actions & Milestones  
 (POA&M) Template  

Gap Assessment

• CRM Gap Assessment Report 

Risk Workshop  and 
Roadmap Development
• CRM Options and   
 Considerations Report
• Mitigation Strategy and  
 Roadmap

SMS CRM Integration and 
POA&M
• Gap Assessment Report
• Options and Considerations  
 Report
• Cyber Risk Mitigation Strategy  
 and Roadmap
• Updated SMS with CRM
• POA&M

CRM Capability 
Implementation
Choose from the following 
capabilities:
• E-Learning
• Incident response planning
• Asset Management
• Vulnerability Management
• Security Information and  
 Event Management
• Intrusion Detection/Security  
 Monitoring

Remote Delivery Based on Roadmap ISM Compliance
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ABOUT ABS GROUP

ABS Group of Companies, Inc. (www.abs-group.com), through its operating subsidiaries, provides data-driven 
risk and reliability solutions and technical services that help clients confirm the safety, integrity, quality and 
environmental efficiency of critical assets and operations. Headquartered in Spring, Texas, ABS Group operates 
with over 1,000 professionals in over 20 countries serving the marine and offshore, oil, gas and chemical, 
government and industrial sectors. ABS Group is a subsidiary of ABS (www.eagle.org), one of the world’s leading 
marine and offshore classification societies.

cyber@abs-group.com


