
COMPLIANCE MANAGEMENT

What to Know and How to Comply

IMO CYBER RISK 
MANAGEMENT GUIDELINES
IMO recommends ship owners and operators address cyber risk management in safety management systems by 
the first annual verification of their IMO Document of Compliance after 1 January 2021.

Understand your Cyber Risk
Technology is rapidly changing in the maritime industry and digitalization has become a market reality. The cyber 
threat landscape continues to evolve, requiring new capabilities in cyber risk management (CRM). To support 
ship owners and operators with CRM, the International Maritime Organization (IMO) recommends building cyber 
defense in depth and breadth—or developing a comprehensive set of security measures that span across your 
operations. 

End-to-End IT and OT Cyber Capabilities
Our Cybersecurity team of qualified electrical/systems engineers and risk management consultants apply over 
150 years of best practices and innovation in the global maritime industry. We help organizations develop and 
implement safety, risk and compliance management programs with risk-based capabilities for every stage of cyber 
defense, and across IT and OT systems.

Path to Compliance 
IMO's 2017 Resolution encourages organizations to address cyber risk in an SMS no later than the first annual 
verification of the company’s Document of Compliance after 1 January 2021. Compliance to meet the IMO Cyber 
Risk Management Guidelines will require assessing, identifying and developing the set of risk-based security 
measures appropriate to manage cyber risks.
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IMO CYBER RISK MANAGEMENT SERVICES

Our Solution
We focus on delivering capabilities that help our clients reduce the likelihood and impact of a cyber incident. 
This includes the installation of cyber technology and the ongoing management of cyber services, including 
security monitoring, identity management and asset management. We offer two options for our IMO Cyber Risk 
Management services that support your path to compliance.

Full-Service Support

Essential Support
Critical Function 
Identification 
• Focus on systems in the SMS
• System categorization based  
 on impacts to safety

Cyber Risk Assessment

• Facilitate cyber risk   
 assessments on critical  
 functions
• Populate risk register for SMS 

Cyber Risk Management 
Template
Template includes: 
• Critical Functions
• Roles and Responsibilities
• Risk Assessment Results
• Examples of Cyber Risk  
 Protections applicable to  
 the Maritime Industry

Self-Service Toolkit
Assessment Guidance 
• CRM Readiness Checklist
• CRM Guidance Primer

Roadmap Template
• Cyber Risk Assessment   
 Procedure
• Mitigation Strategy and
 Roadmap and Template 

SMS Template
• CRM Integration Procedures 
• Plan of Actions & Milestones  
 (POA&M) Template  

Gap Assessment

• CRM Gap Assessment Report 

Risk Workshop  and 
Roadmap Development
• CRM Options and   
 Considerations Report
• Mitigation Strategy and  
 Roadmap

SMS CRM Integration and 
POA&M
• Gap Assessment Report
• Options and Considerations  
 Report
• Cyber Risk Mitigation Strategy  
 and Roadmap
• Updated SMS with CRM
• POA&M

CRM Capability 
Implementation
Choose from the following 
capabilities:
• E-Learning
• Incident response planning
• Asset Management
• Vulnerability Management
• Security Information and  
 Event Management
• Intrusion Detection/Security  
 Monitoring

Remote Delivery Based on Roadmap ISM Compliance

Our Value
A company's demonstrated ability to manage and mitigate cyber risk can impact everything from insurance 
rates, to investment levels, to its competitive position in the market. These business drivers are increasing across 
all industrial sectors, including the maritime industry, making cybersecurity a new business imperative. We are 
working closely with industry to develop solutions that enable our clients to reduce these risks to improve safety 
and remain competitive.

Contact our Cybersecurity team to learn how you can meet IMO's cyber risk management guidelines. View our 
CRM Readiness Checklist and CRM Guidance Primer now at www.abs-group.com/imo-cyber.


