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The MTSA regulations for maritime facilities, issued 
in 2002, did not specifically mention cybersecurity 
as a risk to be assessed and planned for by facility 
owners and operators. For many years, assessment of 
security measures to protect “computer systems and 
networks” under the MTSA regulations was limited to 
physical security. However, USCG announced in 2017 
in the draft framework of NVIC 05-17 that it considered 
cybersecurity part of the assessment process for 
computer systems and networks. This draft policy 
decision was made final with the publication of 
NVIC 01-20.

In NVIC 01-20, the USCG points to the National 
Institute of Standards and Technology Cybersecurity 
Framework (NIST CSF) as the selected guidance 
for facility cybersecurity assessments and cyber 
risk management. Originally published by the U.S. 

Department of Commerce in 2014, NIST CSF sets 
out a series of outcomes that assist organizations in 
assessing their cybersecurity maturity and identifying 
gaps in their cyber systems.

It is therefore important that MTSA regulated facilities 
implement effective cybersecurity programs following 
USCG guidance. For those facilities that have already 
taken steps to assess their cybersecurity gaps, 
they must also work to ensure that identified cyber 
vulnerabilities are properly addressed in their Facility 
Security Assessment (FSA) and Facility Security 
Plan (FSP).

U.S. Coast Guard (USCG) Navigation and Inspection Circular (NVIC) 01-20 announced the agency’s final position 
on how to address cyber risk and cyber vulnerabilities at Maritime Transportation Security Act (MTSA)  
regulated facilities. 

USCG NVIC 01-20 STATES THAT MTSA-REGULATED 
FACILITES MUST PROPERLY ADDRESS THEIR 

CYBER VULERABILITIES IN THEIR FSA AND FSP.
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A single cybersecurity incident can result in persistent, 
costly service disruption. Many hackers today seek 
not only to gain unauthorized access to company 
data, but to manipulate Operational Technology (OT) 
to cause damage or physical disruption to important 
industrial systems or processes.

Given that maritime facilities operate directly in 
the middle of the supply chain, a persistent cyber 
attack could result in significant financial losses 
not only to the facility itself but to upstream and 
downstream customers who will undoubtedly want 

CYBERSECURITY IS A BUSINESS 
IMPERATIVE 

to be compensated for losses as well. Therefore, 
implementing a solid cybersecurity program is critical 
to demonstrating proper due diligence.

While NVIC 01-20 provides guidance to facility owners 
and operators in assessing cybersecurity gaps, USCG 
is clear that the NVIC is not a minimum standard 
and facilities should conduct effective cybersecurity 
assessments. A properly performed cybersecurity 
assessment is a powerful tool to reduce service 
disruption and threats to employee safety and security.

64% OF OPERATORS DON’T FULLY UNDERSTAND 
CRITICAL CYBER CONTROL SYSTEMS 

SANS 2019 STATE OF OT/ICS CYBERSECURITY SURVEY



Primer: How to Implement USCG Cybersecurity Requirements Page 5

To fully understand enterprise cybersecurity risk, it 
is necessary to compare the many diverse cyber 
vulnerabilities to determine which presents the 
greatest risk. In 2018, the USCG selected American 
Bureau of Shipping (ABS), the parent organization of 
ABS Group, and the Stevens Institute of Technology – 
Maritime Security Center, to develop a methodology 
for quantifying cyber risk. The result is the ABS FCI 
Cyber Risk ModelTM.

FCI stands for Functions, Connections and Identities. 
By assigning values to discrete functions that are 

QUANTIFYING CYBER RISK
impacted by cyber systems, the number and type 
of other systems they are connected to, as well 
as the identity of the people and machines that 
interact with the function, result in a cyber “score” 
assigned to that system. This allows cybersecurity 
analysts and business leaders to gain a better 
understanding of what the greatest cyber risks are on 
a comparable basis.

Since the USCG requires that all FSAs demonstrate 
that cyber risk has been properly evaluated, a 
quantitative cybersecurity assessment is an excellent 
tool to demonstrate this level of attention. Moreover, 
it is an effective tool to help address cyber risk in a 
meaningful way in an FSP.

ABS GROUP’S FCI CYBER RISK MODEL IS THE 
WINNER OF THE 2019 SEATRADE CYBER AWARD 

AND 2019 LLOYDS CYBER AWARD.
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within their cyber system, allowing for effective 
decision making in determining which vulnerabilities to 
address first.

NIST CSF outlines the following 5 critical elements to 
manage cyber risk:

• Identify – Define personnel roles/responsibilities 
for cyber risk management and identify systems, 
assets, data and capabilities that, when disrupted, 
pose risks to facility/operations

• Protect – Implement risk control processes/
measures and contingency planning to protect 
against a cyber event and help ensure continuity 
of facility operations

• Detect – Develop and implement activities 
necessary to detect a cyber event in a 
timely manner

• Respond – Develop and implement activities and 
plans to provide resilience and restore systems 
necessary for facility operations or services 
impaired due to a cyber event

• Recover – Identify measures to back up and 
restore cyber systems necessary for facility 
operations impacted by a cyber event

Not all categories and subcategories of NIST CSF 
will apply to every facility, but the framework will 
help ensure that all functional areas are carefully 
considered.

While USCG has not mandated the use of NIST CSF 
to conduct FSAs the NIST framework has been the 
foundation for cyber risk management across all 
industries, and rightfully so. During its creation in 2014, 
the drafters of NIST CSF carefully considered several 
existing national and international standards compiling 
best practices from each. The result is a framework 
that has rapidly gained acceptance and is in use both 
in the U.S. and internationally.

NIST CSF is a non-prescriptive set of outcomes that, 
if achieved, result in a very secure cyber system. With 
23 categories of outcomes and 108 subcategories, 
all aspects of cybersecurity will be considered during 
the assessment and implementation phases. NIST 
CSF is designed to work in any business or industry 
cyber system and is very effective for marine facilities. 
Additionally, it is flexible enough to scale up or down 
depending on the size and complexity of the facility.

To effectively address cybersecurity, consideration 
must be given to all aspects of facility operations 
from pre-construction or installation, through the 
operational stage, and on to recovery should a 
cyber event occur. Therefore, NIST CSF breaks 
cybersecurity into five (5) functions: Identify, Protect, 
Detect, Respond and Recover. 

In addition to providing a thorough framework for 
assessing all cybersecurity systems, NIST CSF aligns 
with a number of cyber maturity models to provide 
the end user with a detailed report of vulnerabilities 

UNDERSTANDING CYBER RISK 
THROUGH THE NIST CSF LENS

THE U.S. COAST GUARD ENCOURAGES FACILITY 
OWNERS AND OPERATORS TO APPLY THE 

STANDARDS OF NIST CSF. – NVIC 01-20
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Figure 1 – NIST Cybersecurity Framework

https://www.nist.gov/cyberframework
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Assessing cyber risk in a maritime facility environment 
is very different than assessing traditional physical 
security. Physical security is contained within the fence 
line of the facility and can be assessed by the Facility 
Security Officer (FSO). Cybersecurity, however, has 
no physical boundaries and issues relating to the 
interplay between information technology (IT) systems 
and operational technology (OT) systems must  
be addressed.

The MTSA-regulated facilities guidelines and 
regulations require that facilities assess vulnerabilities 
that can lead to a Transportation Security Incident 
(TSI). A TSI is an event that can cause significant loss 
of life, environmental pollution or a service disruption 
to the maritime transportation system. A TSI is most 
often identified by a physical disruption or incident, 
but can be caused by a cyber event where IT or OT 
systems are compromised.

UNDERSTANDING CYBER RISK IN A 
MARITIME FACILITY ENVIRONMENT

Hackers and other bad actors are well aware of the 
connection between IT and OT systems and can 
manipulate OT systems systems, including engine 
controls, propulsion and cargo management systems, 
through IT systems resulting in a TSI. Accordingly, 
facility operators now need to assess cyber 
vulnerabilities along the IT/OT interface to meet the 
MTSA-regulated facilities guidelines and regulations. 

To properly address cyber risk and meet MTSA-
regulated facilities guidelines and regulations, the 
traditional role of the FSO must necessarily evolve
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In addition to incorporating appropriate policies developing a cybersecurity program must also include the 
implementation and management of technologies. Cyber risk management varies greatly based on the size and 
complexity of each facility’s cyber systems. The first step in addressing cyber risk is understanding what systems 
need to be protected. This can be determined by conducting a cybersecurity gap assessment following the NIST 
CSF. In most cases, many key vulnerabilities will be discovered during the gap assessment. MTSA-regulated 
facilities guidelines and regulations do not require that you eliminate all cyber vulnerabilities, but that you assess 
your cyber vulnerabilities and place adequate controls on those that you cannot eliminate. An essential first step 
is developing a roadmap to begin reducing your cyber risk.

Information learned about cyber vulnerabilities during the gap assessment will be used to update the FSA and 
FSP. This can be accomplished by either combining the identified vulnerabilities into the FSP or by creating 
a cyber annex for the FSP. MTSA-regulated facilities guidelines and regulations will be met once the FSP is 
updated to incorporate your facility’s cyber risk management profile.

Facility Security Assessment – Cyber: Conduct a self-assessment or third-party gap analysis following the NIST 
CSF (recommended)

Cyber Road Mapping: Develop a risk-based strategy to build out cyber risk management capabilities in your 
organization

FSA/FSP Integration: Update your FSA and FSP by integrating identified cybersecurity gaps and controls to 
reduce vulnerability

Security Measure Implementation: Begin implementing cybersecurity improvements to reduce your cyber 
risk over time

Most of the effort required to build and maintain cybersecurity capabilities is focused on remediating, 
mitigating and managing vulnerabilities in critical technologies. Therefore, start by focusing on identifying 
cyber technologies and vulnerabilities to better understand how to plan and budget for cyber improvement 
investments.

CRITICAL ACTIVITIES TO BUILD OR ENHANCE YOUR CYBERSECURITY PROGRAM

Facility Security Plan 
Integration

Facility Security Plan 
Updates

Security Measure 
Implementation

MTSA
 Compliance

Facility Security 
Assessment – Cyber
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ABS Group can help organizations abide by several industry guidelines (NVIC 01-20, NIST CSF, IMO, BIMCO, 
etc.) and build out end-to-end IT and OT cybersecurity solutions. Our Cybersecurity team will perform an FSA-
cyber risk assessment including integrating policies and procedures, developing cyber response plans, drills and 
exercises, implementing security measures, updating your safety management systems for cyber resiliency and 
overall conformance to any specified rules, notations and technical standards.

We offer two options for our Cyber Risk Management services that align with your path to compliance. For more 
assistance and to get started in understanding where you stand, contact us today.

BUILDING END-TO-END IT AND OT CYBERSECURITY RISK MANAGEMENT

Full-Service Support

FSA-Cyber Guidance

• USCG NVIC 01-20   
 Readiness Checklist 
• USCG NVIC 01-20   
 Guidance Primer 

Self-Service Toolkit
Roadmap Template

• FSA-Cyber Procedure
• Mitigation Strategy and  
 Roadmap Template

FSP Annex Template

• FSP Annex Integration  
 Procedures
• FSP Annex and Roadmap  
 Template

FSA-Cyber Risk 
Assessment

• FSA Facility Cybersecurity  
 Assessment Report

Cyber Training

• 8-hour FSO Targeted  
 Training 
• 4-hour FSO/Non-FSO  
 Training 
• 2-hour Executive   
 Workshop

FSP Annex Integration 
and Road Map

• FSA Facility Cybersecurity  
 Assessment Report 
• Implementation Strategy  
 and Roadmap
• FSP Annex Development  
 and Deployment 
• Integration of Cyber into  
 Facility Emergency  
 Response Plan
• 90-day Drill Templates  
 (integrating cyber into  
 physical) 

Cyber Capability 
Enhancements

Choose from the following 
capabilities:
• E-Learning
• Incident Command  
 Structure (ICS) Integration
• Asset Management
• Security Information and  
 Event Management (SIEM)
• Intrusion   
 Detection/Security   
 Monitoring

Remote Delivery Based on Roadmap



ABOUT ABS GROUP

ABS Group of Companies, Inc. (www.abs-group.com) and is a wholly-owned subsidiary of ABS  
(www.eagle.org), one of the world’s leading marine and offshore classification societies. The subsidiary 
was recently named one of America’s Best Consulting Firms of 2021 by Forbes. With over 50 years of risk 
management and safety experience, ABS Group provides data-driven risk and reliability solutions and 
technical services that help clients confirm the integrity, quality and efficiency of critical assets and operations. 
Headquartered in Spring, Texas, ABS Group operates with more than 1,000 professionals in over 20 countries 
serving the marine and offshore, oil, gas and chemical, government, power and energy and industrial sectors.

www.abs-group.com/mtsacyber@abs-group.com
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